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Motivating example

Hazardous waste disposal
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Motivating example

Hazardous waste disposal
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Image source: https://www.shaw.af.mil/News/Photos/igphoto/2000108024/

https://www.shaw.af.mil/News/Photos/igphoto/2000108024/
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https://www.dvidshub.net/image/2343067/environmental-office-ships-hazardous-waste-protects-environment
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Motivating example

Hazardous waste disposal

Shipment

Image source: https://picryl.com/media/semi-trailers-truck-road-transportation-traffic-17c822

https://picryl.com/media/semi-trailers-truck-road-transportation-traffic-17c822
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http://creativecommons.org/licenses/by-sa/2.0/
https://www.geograph.org.uk/profile/47667
https://www.geograph.org.uk/photo/4785641
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Image source: https://de.wikipedia.org/wiki/Datei:Umweltbelastung_durch_Industrie%C3%B6le_in_Industriebrache_2.jpg

https://de.wikipedia.org/wiki/Datei:Umweltbelastung_durch_Industrie%C3%B6le_in_Industriebrache_2.jpg
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Trusted artifact-driven process monitoring

• Executing an activity changes one 

or more artifacts

• If we monitor artifacts, we 

know when activities are run

• Key idea: Exploit the Internet of 

Things to make artifacts aware of:

• Their current conditions

• Process model

• Perform monitoring transparently 

and autonomously
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Trusted artifact-driven process monitoring

• Artifact-driven monitoring + Blockchain:

• Use the blockchain to store changes in the artifacts

• Includes sensor data

• Trusted notifications:

• Sent by IoT devices, not human beings

• Sensor data can be retrieved and audited

• Known and certified originating artifact

• Organizations cannot change notifications

• Two implemented platforms
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Trusted artifact-driven process monitoring

Fully blockchain-based monitoring platform

• Stores artifact 

conditions + sensor 

data on-chain

• All data are 

persistent

• Variable amount of 
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• Not recommended 
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Trusted artifact-driven process monitoring

DFS-blockchain hybrid monitoring platform

• Stores sensor data 

on distributed file 

system (e.g., IPFS)

• Stores artifact 

conditions + sensor 

data hash on-chain

• Fixed amount of 

data per transaction
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Evaluation

Monitoring platforms comparison

3.45 – 6.63 USD

0.60 – 1.19 USD
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Evaluation

Monitoring platforms comparison

Platform Fully BC-based DFS-BC hybrid

Decentralization ✓ ✓

Auditability ✓ ✓

Persistence ✓ 

Gas per transaction Variable Fixed

Permissioned BC ✓ ✓

Public BC Not recommended ✓
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Conclusion & future work

• Trusted artifact-driven monitoring solves the issues of:

• Identifying when activities are executed

• Avoiding fake or misleading information

• Future research directions:

• Notifications and sensor data quality

• Oracles

• Sidechaining

• Escrow mechanisms



Question time

Trusted Artifact-driven Process Monitoring

of Multi-Party Business Processes with Blockchain

Scan me to know more
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Traditional solutions

Interfacing external organizations

• One organization grants 

access to its BPMS

• Federation

• Third parties

• Organizations must 

trust each other

Image source: Dumas, M.,  La Rosa, M., Mendling, J., Reijers, H.: Fundamentals of Business Process Management
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Traditional solutions

Worklist handler

• Notifies operators of their
tasks

• Operators have to claim 
and complete tasks:

• Claim: started

• Complete: ended

• They rely on manual 
notifications:

• Mistakes occur

• Operators may forget

• False information can be introduce

• Organizations must trust their employees



© 2019 G. Meroni, P. Plebani, F. Vona

Traditional solutions

Properly storing logs

• Notifications stored into 

execution logs

• Logs are analyzed 

for monitoring

• Logs can be 

tampered with

• Logs can be 

destroyed

Image source: Dumas, M.,  La Rosa, M., Mendling, J., Reijers, H.: Fundamentals of Business Process Management
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Evaluation
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https://de.wikipedia.org/wiki/Datei:Umweltbelastung_durch_Industrie%C3%B6le_in_Industriebrache_2.jpg
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Fully blockchain-based monitoring platform
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Trusted artifact-driven process monitoring

DFS-blockchain hybrid monitoring platform
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Monitoring with blockchain

Blockchain-powered BPMS

[2] Weber I., Xu, X., Riveret, R., Governatori, G., Ponomarev, A., Mendling, J.: Untrusted Business Process
Monitoring and Execution Using Blockchain, BPM 2016

• Weber et al. [2] first to 

use blockchain for 

process monitoring

• They redesigned a 

BPMS to use Ethereum

• Smart contracts to 

automate process 

execution

• Smart contracts to 

monitor the 

process
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Monitoring with blockchain

Blockchain-powered process event log

• Prybila et al [3] rely on 

Bitcoin to monitor processes

• Blockchain used as general 

ledger 

• No smart contracts

• Handover 

mechanisms for 

authorized writes

• Better for unknown or 

changing participants

[3] Prybila, C., Schulte, S., Hochreiner, C., Weber, I.: Runtime verification for business processes utilizing the
Bitcoin blockchain, FGCS 2017
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Process monitoring with blockchain

Current limitations

• Trust issues not entirely addressed

• Notifications are still provided by human operators

• No verification if notifications are correctly sent

• Focus on choreography

• Internal activities not monitored

• Artifacts not monitored


